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NSudo -U:T -P:E cmd
% NSudo 5.0.1708.16 BtRERBITIFERES|SR, Hla0 :

NSudo -U:T cmd /c "dir "C:\Program Files" & pause"
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{
"ShortCutList V2": {
"SI "emd”,
"PowerShell": "powershell",
"PowerShell ISE": "powershell ise",
"Hosts#REE": "notepad %windir%\\System32\\Drivers\\etc\\hosts"
}
}
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&g iR
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TERE—EER C# REAEIAEAG. (GERE C\System Volume Information Bk FIRZ, EEH NSudo &
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using System;
using System.IO;
using System.Runtime.InteropServices;
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namespace Demo

{
class Program
{
[D11lImport("kernel32.d11", CharSet = CharSet.Unicode)]
static extern IntPtr LoadlLibrary(string lpLibFileName);
[D11lImport("kernel32.d11", SetLastError = true)]
[return: MarshalAs(UnmanagedType.Bool)]
static extern bool FreeLibrary(IntPtr hLibModule);
static void Main(string[] args)
{
IntPtr NSudoDevilModeModuleHandle = LoadLibrary(
@"E :\GitHub\M2Team\NSudo\Output\Release\x64\NSudoDevilMode.d11l");
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WritelLine(File.FullName);
}
}
FreeLibrary(NSudoDevilModeModuleHandle);
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WritelLine(File.FullName);
}
}
Console.ReadKey();
}
}
}

NSudo FBEERA IS
X F3 SeBackupPrivilege #[ SeRestorePrivilege ERIIRIEM, BRMUEETARE ST SHFMERUMIEHREA
HERIRIE, JRIZARERN,

BT3RS, BPELE Windows MIXEFRIRFAME £ T3 SYSTEM THERIEHER, & Microsoft SXAEHIRZE R
T1EF Windows BIMEREE B ERBMIEAEPDELRIGE, BRIRZ Windows RIRAFAFEIRITEITIE SYSTEM T5hE
LFFXTFmE, R Windows FIFERME, SYSTEM TDHEEESE LY, FRLGHIEIRERWEM, 7T 1R
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AARTRZEMERMPFE T 3R, FRLLEMERMAERRT SYSTEM ThE_E T XOMYEMTIEE FEE R AERHE
+ BEE AT MR TARE AP EABEEIR T e RIS I=ERSH IR E.

A —EREEN G TFIGRARA AR BN ARG IR EN TR, BPFZETE Windows AppContainer Ti&EfT
RS, BHREZH —EENRZIREARIEE (B IDA 947 ntoskrnl.exe, #A1&F F5 BEE1ERAME TS
[, HEMESZE T EDAZZEIT BIR) , ABIE 1T AppContainer SMEITEIER 15% HMERE (&
eI BERBAME/ER EIRMEEERMRERE) . Windows AppContainer & Windows 8 filaiRHtiAFER
PE, FEATEREERNESRNLE FHE.

Windows BJAREB AEMER T RIZ X AFFIEEMER DR AP 2B EAHENEER, RE MER TEEEE
B TEMERE TEMER R LR FRGEEEAEITIEMEN. M NSudo FBEEETUER Inline Hook ¥
Windows FIFRRBIRMFERBEE TN HaeEAERER, EtHZ NSudo BEEENEETEIF SYSTEM #9/8
PEREMEFHER ThE_E T X T ol S IEEMERA B HIEREISRE.

Windows AR RN R EARAEIENZ ntdll.dIl EHAIFFRES Nt 2t Zw 89 API, Windows FAF1EI{ Y API &
BReEHRAES D LLBEEERHEEHP IS E RFFH RIS D EARABIRN TR IEE.

£HHE, BN E2EREFNERES LT XEELEEA SeBackupPrivilege #[1 SeRestorePrivilege FIBHE, (ESE ALY
[EEIE, BERINREMERHERBRENG, EATHEEESROERN, EMESMEE Windows 1HE
ERLBEANREA,

E2 NSudo BREENR THAREEIMSERNTEE/IMERRR, EIMENHRETE B2 —HERNERE
THEMRETDHEEIR, RREZEIAREEMENFE, £ Hook 1, BHRMOIENMELTXNGHE, =58
MRS EEIA (&R Microsoft SRR A2 ETX) |, BABREIERRAR APl ZBIRER
FORARIZ L XIS HE, (BIRMEIGESETE NSudo RBEER NSudo RERRINHYIRHS)

HRNELEE, BEE, ALHVEEE.
NSudo =&

NSudoCreateProcess BNEX

AlE —EFmERANEER T HRIZ,

C/C++ EHBRE

EXTERN_C HRESULT WINAPI NSudoCreateProcess(
_In_ NSUDO_USER_MODE_TYPE UserModeType,
In_ NSUDO_PRIVILEGES_MODE_TYPE PrivilegesModeType,
In_ NSUDO_MANDATORY_LABEL_TYPE MandatoryLabelType,
In_ NSUDO_PROCESS_PRIORITY_CLASS_TYPE ProcessPriorityClassType,
In_ NSUDO_SHOW_WINDOW_MODE_TYPE ShowWindowModeType,
In_ DWORD WaitInterval,
In_ BOOL CreateNewConsole,
_In_ LPCWSTR CommandLine,
_In opt_ LPCWSTR CurrentDirectory);

UserModeType £&i
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—{EFERYES NSUDO_USER_MODE_TYPE (2358848, ALIR<AFZER,

typedef enum class _NSUDO_USER_MODE_TYPE
{
DEFAULT,
TRUSTED_INSTALLER,
SYSTEM,
CURRENT_USER,
CURRENT_PROCESS,
CURRENT_PROCESS_DROP_RIGHT
} NSUDO_USER_MODE_TYPE, *PNSUDO USER_MODE_TYPE;

PrivilegesModeType &

—{EXERLSS NSUDO_PRIVILEGES_ MODE_TYPE (&38R (8, FILIRRISHESARY,

typedef enum class _NSUDO PRIVILEGES MODE_TYPE
{
DEFAULT,
ENABLE_ALL_PRIVILEGES,
DISABLE_ALL_PRIVILEGES
} NSUDO_PRIVILEGES MODE_TYPE, *PNSUDO_PRIVILEGES MODE_TYPE;

MandatoryLabelType £#

—{E%EELE NSUDO_MANDATORY_LABEL_TYPE MUER$ARIAI(E, AR RTEMUER,

typedef enum class _NSUDO MANDATORY_ LABEL TYPE
{
UNTRUSTED,
LOW,
MEDIUM,
MEDIUM_PLUS,
HIGH,
SYSTEM,
PROTECTED PROCESS,
} NSUDO_MANDATORY_LABEL_TYPE, *PNSUDO_MANDATORY_LABEL_TYPE;

ProcessPriorityClassType £&]

—{EFERYES NSUDO_PROCESS_PRIORITY_CLASS_TYPE #E%8RIME, RAURFERELIR,

typedef enum class NSUDO PROCESS PRIORITY_CLASS TYPE

{
IDLE,
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BELOW_NORMAL,
NORMAL ,
ABOVE_NORMAL ,
HIGH,

REALTIME,
} NSUDO_PROCESS_PRIORITY_CLASS_TYPE, *PNSUDO_PROCESS_PRIORITY CLASS_TYPE;

ShowWindowModeType S&]

—{EFERYES NSUDO_SHOW_WINDOW_MODE_TYPE #&358RM(H, FAURRREREOER.

typedef enum class _NSUDO_SHOW_WINDOW_MODE_TYPE

{
DEFAULT,

SHOW,
HIDE,
MAXIMIZE,
MINIMIZE,
} NSUDO_SHOW_WINDOW_MODE_TYPE, *PNSUDO_SHOW_WINDOW_MODE_TYPE;

Waitinterval 22
S5AIEMNERENER (BR) .
CreateNewConsole &

INREMBEERR TRUE, FMERRERIEHIERELET, SRIRIEREOERRHENZE SIZSEMET (3

SRERTE) o
CommandLine &

BTG DTIT, HENTEFTREAEES 32k B 32768 FF, fhTABVTHERM IRIEIRIEHIS
MAX_PATH Bl 260 %7,

CurrentDirectory Z#

RNEEEENEREER, TEEMATRISE. nILUER UNC B8, INRZHSENS nullptr, FMEREARHERH
FAZEEREEREFRE Y E HIESIE

R[EIE
HRESULT 88!, tNEHEGARMIN, BIROMES S_OK.

C# #&[

ERVIEE NS M2.NSudo 1275, reiExBEAE.

RESRG
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using System;

namespace M2.NSudo.Demo

{
class Program
{
static void Main(string[] args)
{
NSudoInstance instance = new NSudoInstance();
instance.CreateProcess(
NSUDO_USER_MODE_TYPE.TRUSTED_INSTALLER,
NSUDO_PRIVILEGES MODE_TYPE.ENABLE ALL PRIVILEGES,
NSUDO_MANDATORY_LABEL_TYPE.SYSTEM,
NSUDO_PROCESS_PRIORITY_CLASS_TYPE.NORMAL,
NSUDO_SHOW_WINDOW_MODE_TYPE.DEFAULT,
9,
true,
"cmd",
null);
Console.ReadKey();
}
}
}
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NSudo BE7/E/&E (NSudo fERIIE=77ERRS) EU MIT 5Fe]3%1T, ERHA HEHRTEME NSudo HF&
RIRENESE, ERBHEAEANZRE RIS ERERE,

The MIT License (MIT)
Copyright (c) M2-Team and Contributors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

1£ NSudo EAEEERB Mouri_Naruto BJJE

Name L= =]

Mouri Internal Library Essentials  https://github.com/ProjectMile/Mile

1£ NSudo BEAEEFERI M2-Team BYE

Name == =]

M2-Team Common Library  https://github.com/M2Team/M2TeamCommonLibrary

£ NSudo B EEERNIYIMEBEE

Name IEBEm

libkcrt https://github.com/Chuyu-Team/libkcrt

Mouri's Internal NT API Collections  https://github.com/Chuyu-Team/MINT

VC-LTL https://github.com/Chuyu-Team/VC-LTL
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£ NSudo EXLEBEERRIE=75E
2ia IRERMH
JSMN https://github.com/zserge/jsmn

Microsoft Research Detours Package  https://github.com/microsoft/Detours

Windows Template Library https://sourceforge.net/projects/wtl
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RERR
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NSudo 8.0 Update 1 (8.0.1)

EIMEAFIEME (B garf02 ER)

53 NuGet BhRA VC-LTL BHIBIZAR VC-LTL (=% mingkuang)
Bli& NSudo Sweeper IEE (EE&14)

{88 Windows Template Library (WTL) #8322 RH
WEEBREIGER (B 5&KNER 8/

BIPREIER

A0 Mile. Mile.Project. MINT FIEE{#E NSudo BIREHELR{L
tE AppVeyor #[ GitHub Action EAEEERMAIZHF (% mingkuang)
ANl — SR maERI AN

FHR VC-LTL £ 4.1.1-Beta?

{E187E Windows 10 Build 21277 TREEMIRIRE (&8 jgtoy)
NSudo .NET E##{FELRA NET 5.0 #RaE

AN PSR

NSudo 8.0

FEfE EHIBEE

o f#M FILE T2 std:ifstream
RN REEEIA
NSudo & A NSudoG
BERER
A jsmn TAZ JSON for Modern C++.
NSudo 845 NSudo Launcher (NSudolLG.exe #1 NSudoLC.exe)
bR 32328, R https://github.com/Thdub/NSudo_Installer B8ERFELF
WINEAFIFEREE (A garf02 ERA)
ROIIFaIcFEEER:E (A Miguel Obando EER)
BIEERCRAFRED
REEEIBIISE S EVEIR
NN FSEE R TRIAERA e
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