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"ShortCutList V2": {
"SI "emd”,
"PowerShell": "powershell",
"PowerShell ISE": "powershell ise",
"HostsfgiE": "notepad %windir%\\System32\\Drivers\\etc\\hosts"
}
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NSudo REZEREAM Windows NT IR GEE IR
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NtCreateKey Dism++ FarMi{k

NtCreateKeyTransacted ~ NSudo FEEET

NtOpenKey Dism++ HEIMHK, FHiBsaTHR
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BEANERL TAIUNEERE R, ZRESMH SXIIERIFE NRE, )
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namespace Demo

{
class Program
{
[D11lImport("kernel32.d11", CharSet = CharSet.Unicode)]
static extern IntPtr LoadlLibrary(string lpLibFileName);
[D11lImport("kernel32.d11", SetLastError = true)]
[return: MarshalAs(UnmanagedType.Bool)]
static extern bool FreeLibrary(IntPtr hLibModule);
static void Main(string[] args)
{
IntPtr NSudoDevilModeModuleHandle = LoadLibrary(
@"E :\GitHub\M2Team\NSudo\Output\Release\x64\NSudoDevilMode.d11l");
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WritelLine(File.FullName);
}
}
FreeLibrary(NSudoDevilModeModuleHandle);
{
DirectoryInfo Folder = new DirectoryInfo(
@"C:\System Volume Information");
foreach (FileInfo File in Folder.GetFiles())
{
Console.WritelLine(File.FullName);
}
}
Console.ReadKey();
}
}
}

NSudo EEERR N ARNT
2R SeBackupPrivilege # SeRestorePrivilege ERIESRM, BRFERERECIENMY SCFMERDRNIFHRIEA
IR AYIEIR, BNEAREZIH.

BB —s, BELE Windows W AIIERE 7S SYSTEM ShEMAEHE, 3E Microsoft XA E S
T1EF Windows e B REIE KRB DA E, EERIEZ Windows REtX$REMASTITIE SYSTEM ThE
FTFXTFmE, 3FF Windows FBFERMS, SYSTEM SHEEESX LM, FrLURRRESEM, M1
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HTA—TEERENHFREAMD AFEBNARRIGEERNITLL, FBFZE Windows AppContainer 3517
HARES, BTFESHE—TIIMNIREGHEEE (B IDA 24T ntoskrnl.exe, 2R F5 BEEAXEEEI UL
W, HMELZWH T —TOXHNEZEUT L) , AISLETE AppContainer IMBITRIRK 15% BIMERE  (1X
] Uik BRI 20 LI R S MI4EERI) . Windows AppContainer 2 Windows 8 FHATRMEAI BT
BE, FEAESEMAINNERNLE .,

Windows B AREBDIAEMER T IE XX AFFLEMFRINE AP FRBEEANNEER, T2 MEll TEEEE
R TFEMEAR T XM TG L BARBERZIAHTIBMEN. ™ NSudo SEERILET Inline Hook 3¢
Windows RIFIRIVEFRFEERERHITIERL BeEEARXIER, XMHE NSudo SEEIRIVAETEIF SYSTEM KB
XM MRS ShE_E T X T SRd S DEMZFRIGIE IR ZE.

Windows FAFPER RFZIEAERNZ ntdll.dll SHEAIEIZS Nt 5 Zw B9 API, Windows FAFPER TH APl &
LR AIXERD LUBIS IR KT PERH | Jek B R AR AR HANBIE ST R RIRIE,

£BHE, BNEREHANHESHE LT XEE%ER SeBackupPrivilege #[1 SeRestorePrivilege BIBHE, FEARS
NI, EERMNEXM MU EHENE, FEATHXIEMESREEIRY, XBET24 Windows 1%
SCHHRBEANRRA,

=2 NSudo EEER A TXAREEIERMTSE/IVIRRN, FREHHRE %R i — D HrTHE
DHENETDHEEIR, RENZEIATRIXMA TN, £ Hook 1, RILHFMIFILIE L TXHNGHE, =58
AR\ TBHEEIAR (&R Microsoft SXASH INARRII B L TXX) |, EARXEIEARR APl IEBIRER
JFREIZ L T DHE, (SCHATIEESETE NSudo BB EERY NSudo EFRARTNAYIRIED)

BIHAELIBIE, BIUE, FEXHEZEE.
NSudo H{Z=FE

NSudoCreateProcess %X

B2 — T HHAEAIXT N Y £ 5675

C/C++ EEURE

EXTERN_C HRESULT WINAPI NSudoCreateProcess(
_In_ NSUDO_USER_MODE_TYPE UserModeType,
In_ NSUDO_PRIVILEGES_MODE_TYPE PrivilegesModeType,
In_ NSUDO_MANDATORY_LABEL_TYPE MandatoryLabelType,
In_ NSUDO_PROCESS_PRIORITY_CLASS_TYPE ProcessPriorityClassType,
In_ NSUDO_SHOW_WINDOW_MODE_TYPE ShowWindowModeType,
In_ DWORD WaitInterval,
In_ BOOL CreateNewConsole,
_In_ LPCWSTR CommandLine,
_In opt_ LPCWSTR CurrentDirectory);

UserModeType &%
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— PRV NSUDO_USER_MODE_TYPE A2 Rin{E, FALIRRAFZERI,

typedef enum class _NSUDO_USER_MODE_TYPE
{
DEFAULT,
TRUSTED_INSTALLER,
SYSTEM,
CURRENT_USER,
CURRENT_PROCESS,
CURRENT_PROCESS_DROP_RIGHT
} NSUDO_USER_MODE_TYPE, *PNSUDO USER_MODE_TYPE;

PrivilegesModeType £#

— 28959 NSUDO_PRIVILEGES_ MODE_TYPE #2525 8M(E, FILIRRASANEEY,

typedef enum class _NSUDO PRIVILEGES MODE_TYPE
{
DEFAULT,
ENABLE_ALL_PRIVILEGES,
DISABLE_ALL_PRIVILEGES
} NSUDO_PRIVILEGES MODE_TYPE, *PNSUDO_PRIVILEGES MODE_TYPE;

MandatoryLabelType &%

— 289 NSUDO_MANDATORY_LABEL_TYPE #2525 80M(E, FAURSZEERS.

typedef enum class _NSUDO MANDATORY_ LABEL TYPE
{
UNTRUSTED,
LOW,
MEDIUM,
MEDIUM_PLUS,
HIGH,
SYSTEM,
PROTECTED PROCESS,
} NSUDO_MANDATORY_LABEL_TYPE, *PNSUDO_MANDATORY_LABEL_TYPE;

ProcessPriorityClassType £#

— P ERYY9 NSUDO_PROCESS_PRIORITY_CLASS TYPE A2 Run(E, FAURRIBIZLER.

typedef enum class NSUDO PROCESS PRIORITY_CLASS TYPE

{
IDLE,
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BELOW_NORMAL,
NORMAL,
ABOVE_NORMAL,
HIGH,

REALTIME,
} NSUDO_PROCESS_PRIORITY_CLASS_TYPE, *PNSUDO_PROCESS_PRIORITY CLASS_TYPE;

ShowWindowModeType S

— PSR NSUDO_SHOW_WINDOW_MODE_TYPE #5825 8M(H, AUFRREREOERER,

typedef enum class _NSUDO_SHOW_WINDOW_MODE_TYPE

{
DEFAULT,

SHOW,
HIDE,
MAXIMIZE,
MINIMIZE,
} NSUDO_SHOW_WINDOW_MODE_TYPE, *PNSUDO_SHOW_WINDOW_MODE_TYPE;

Waitinterval 2%}
H1F0EHENRE (BR) .
CreateNewConsole 2%}

INRXTSEIRS TRUE, FEENTERRIEHIAE ST, SNNERERFIENNZE HaEEIT (R
TNRTE)

CommandLine 2%}

BHITHGDIT, SINNERFREANKER 32k Bl 32768 FFF, anDTAiHITHIRI N BREERH
MAX_PATH Bl 260 %7,

CurrentDirectory S

FRIEEHENSAER, FEEMTERE. TLUER UNC B8R, IERIZSE09 nullptr, $HIERERE
FZEERBHAZ PR FREY S HIES 1R

R[EIE
HRESULT 281, WNERIEGEAKLD, NHREHES S_OK.

C# #&[

ERNIIEFHNE M2.NSudo 1275, RISABRERZE,

i EER
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using System;

namespace M2.NSudo.Demo

{
class Program
{
static void Main(string[] args)
{
NSudoInstance instance = new NSudoInstance();
instance.CreateProcess(
NSUDO_USER_MODE_TYPE.TRUSTED_INSTALLER,
NSUDO_PRIVILEGES MODE_TYPE.ENABLE ALL PRIVILEGES,
NSUDO_MANDATORY_LABEL_TYPE.SYSTEM,
NSUDO_PROCESS_PRIORITY_CLASS_TYPE.NORMAL,
NSUDO_SHOW_WINDOW_MODE_TYPE.DEFAULT,
9,
true,
"cmd",
null);
Console.ReadKey();
}
}
}
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EFETHIY

NSudo EAGRE (NSudo ERKIE=AFERI) A MITFRIATT, RAFKN] FELFE NSudo PR
AEENEE, EMAEEASAZERMUERIERR,

The MIT License (MIT)
Copyright (c) M2-Team and Contributors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

1£ NSudo EABEERAR Mouri_Naruto BZE

Name IBRmH

Mouri Internal Library Essentials  https://github.com/ProjectMile/Mile

£ NSudo EAGEFERN M2-Team HIZE

Name IRERE

M2-Team Common Library  https://github.com/M2Team/M2TeamCommonLibrary

£ NSudo EA GEFERANYIRERARE

Name )= D]

libkcrt https://github.com/Chuyu-Team/libkcrt

Mouri's Internal NT API Collections  https://github.com/Chuyu-Team/MINT

VC-LTL https://github.com/Chuyu-Team/VC-LTL
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£ NSudo EA BEFERNE=F

=T BT

JSMN https://github.com/zserge/jsmn

Microsoft Research Detours Package  https://github.com/microsoft/Detours

Windows Template Library https://sourceforge.net/projects/wtl
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Bl NSudo Sweeper TIE (SLIG14)
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NSudo &3 A NSudoG
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BIEE XA ChRAHEE
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